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SUMMARY

1. Title

An Analysis of Technology Demand for Big Data based Privacy

Information Protection.

2. Purpose of the study

There has been an exponential growth in the distribution and
possession of large-capacity data amid the emergence of various
information channels such as smart devices, social media, etc. As a
result of the exponential growth of data, big datadata which
collectively refer to the tremendous size of data have emerged. The
term, ‘big data’, encompasses the tools for the collection, classification,
and analysis of the large-capacity data. Resultantly, companies are
focusing on identifying new business model based on the collection of
various data related to the preference, behavior, etc., of consumers, by
leveraging the big data technology. However, there is a growing
concern about the misuse and abuse of sensitive personal information,
such as the hobby, health condition, purchase history, etc.,, which is

being collected recklessly using the collection and analysis technology



of the intelligent big data without the consent of users. This study
aims to identify the threat of infringement upon privacy information
and weakness associated with privacy information based on the
highly advanced big data element technology, and present an insight
into current applicable technology and outlook for future technology

development that can help protect privacy information.

3. Contents and scope

This study is progressed by following details.

o Examine domestic and foreign policy trends & case study of Big
data

o Analyze element technologies for collecting, analyzing, manufacturing,
and processing data in Big data environments

o Suggest possible privacy threats and weak points for element

technologies in Big data environments

4. Results of the study

o Analysis of big data policy trends and case studies

- Trends of big data at a policy, intended for use to increase
competitiveness of each central government/local government, and
improve the welfare, and the analysis of big data service offered
to domestic and international private/public sectors

o Analysis of element technology in big data environments

- Analysis on the latest element technology and its characteristics,
which is intended for the collection, analysis, processing,
treatment, and management of big data

o Analysis of privacy information threats in big data environments



- Analyzing the threat of infringement upon privacy information and
weakness associated with privacy information based on the
element technology within the big data environment, by major
cases of privacy information, life cycle and element, and thereafter
deriving the issues

o Development of privacy information protection framework in big
data environments.

- The privacy information protection framework was presented by
using the current technology based on the issues of misuse/abuse
of privacy information derived within the big data, and the
technology required to be developed in future was presented. The
framework for privacy information protection technology was
presented based on current privacy information protection
technology capable of protecting the privacy information within
the big data environment, based on the results of the study in

this task.

5. Expected effects and applications

This study might be expected these following effects.

o Examine the latest technology specification and trends for data
collection, storage and analysis technologies related to Big Data

o Establish necessity of privacy information protection in Big data
environments by deduct abusing/invasion case or possibility of
privacy classified by core element technologies related with Big
data as an issue

o Suggest direction of privacy technologies for future need and
application plan of current privacy technologies classified by detail

issues
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* Terabytes
* Records
* Transactions
* Tables, files
* Batch = Structured
* Near time * Unstructured
* Real time * Semistructured
= Streams = All the above
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- 3h}e] =9} Scribe serverg} of#] tje] &z Scribe
server T+%=Z T4
- A Fre B4F HolHE FHsty 8% o=E
A Fsl= Al 2=H
- 8 2E FHA AFAH Jde AW ol
Hg AR A S AF
Flume - O AvERE FXFI ZEolR|& HolHE
sy 22 oY A" AR A"l AAsF=
=kl
- F8 AA BHe AFA, 7HeA, TEA, a8l
A
7}. ol o] " E(Agent)

QTE|UIAo A, R 5E JoJAE(EE 149 ‘ooHE’ )1 BREE
AL “AgAY Y glo] FUIH o2 HAKRE FoAY T ¥ O&
AR 2E Fsts L2 ot} Jo|HE =2 AMEAT}
A& wHTE ARESEY, AHUAY A Te EHEE HAAEY
AREAZE BAle AL e Bkl ARE sk, olAde AR
F712  AFSo. ol  do]HEE ‘2H TE= =994
‘E olgln BEVIE S XS, AFEANY] SZAHEY AFEA A
719k sl ¢ AlolEo A AFst=E ARE JUS =S wEoR
JqOolFEEE Atk E HE FH9 Jo|HEELS EAH AEE
AT O AOlEVE AA FAEAEA, AE FUHE oHIEE
FEA T EdHFE TS LY. B4 E do|HdES WX HRE
TR sk Aol oflel, A gstal st 9% Fgt
dol]HEE o]&3std AHRE EHfFse= JlEs WEsE $3FEA
7€’ olgtal FE2U|% S




olEE 2 7HA BAE MR dor, dHRERFHSEE
A& (Autonomy), A &(ntelligence), ©]&AMobility), A}3]4d(Social
Ability) sol Atk ol2d Z|EAQA EA o= AWt it
Hke-s 4 e ¥FgA(Reactively), &9 %2
AAA(Veracity), 18]al HIEA] 24S gdAsteE wgoz 29
F33t= o] 42 3 F(Rationality) 5©] th

A& o7 do]HETE AREAIY T TR A A AAG
4 Qlel 222 Adstd 2SS Fdste vES 2
el st AREALS] 5XEE AATE Qe A&olAE AREARS
oje]Z fdt] HAYS FIAL F Jdom A=
q5ste Zlo] oYzt V|EY AHAY FFoERYH o
AAZAQD A Exol we AREAY AAE AT oEA Ho
ATA] AAZ F5E F Aok AEAZE ze AR AA dojHdE+=
AHEAFZRE O] o] gles wWeE AR B4 Qo] st ARE
Yot} & DBAz=Ho=REY 3, &4, Adsta, AEAY
LTAl A& we AREAe] B wmet J¥d #4E EASo
AHEAL7E dete AR Bo 77k ARE Fol AlFetA €

(& 2-18] o] HES] E4

¥ 4 A
[e]
Aty | - AHEAE BB A
A - oojdESe] TE doldES FHS Holo
(Intelligence) 2o 2=a)d) 2= 9l g
o] F 4 - dO|HEY ©E AFE A2HOZ  o]E3lY
(Mobility) e T3 7 A= Y
AH3l 4 - el wE #dd sHI AdAY % £
(Social Ability) a8 48 Ay E3dy #EE 22 Hg 59
BB agasl gare) we
(Reactively) e =
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84 Eg] RS =g Hkx] oFo
- = AHE 7! O
(Veracity) =9 AEE FANA &5
o] dF ol B ALl LSO = ALo]o. oo
(Rationality) | HlE A 2o gAshE Wgo s A 3

ol s colHEVL BE HFH AM=HLE olFst AYS YD
T e THE LI ole ARl fde e AEH dEe
stz & w), HIEG A4S ot AP AHEste zlo] Ho

Sxgta & 5 Atk SHAIRE do]FE oM A Bl TR
g ao|th do|HET ALAE zZHr] YEAE 7 A wE dg
seo] glojof 31, T ooldES L Sate YL s}
93
=

Al AdAY B 28 i+ Ax $3 FdE A AL
=

0] glojo sk, T2 AxPOR oFstel HPe At
AAAE o5 Auol

W@ B9 weo] aTAT TS, ALA A BT BT AFE AL
a7de AFTATI sl AsAe EXE AFVDEA, BEF
2P st FAH Ae FES WHEA, A FYw
ggosry AZe AL FANUITGEA st 59 SHol
B 88t}

qolHEE EA HHd distd A&AE thilsted AYe Fadste
Ao, ERAFRow =AsA ¢ olw A
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YEYI, == MDD AY 3F 5L AHYATY oojHEE

A 2ol 20} FEV) 5 S 7MY ALEAN, A, BEE UE oo]HEL}Y]
ARuZI FAL 53 A HES Z=EIT. JOHEE AX2AE

2]
AR L ololHE A

A5, dolHE T8 T due] AYS 2] AT Ao)H 4%
858 52 At IS 54 $gEok &Y Y BaF
ANomH ooldES TE B4 AYFE FRoIT ooldE:
R Al Aol FEAANT BAY AYSHS FAFOEA TE
AolAESS] Ay FHE ARPH  ooldE e TE

9 2re 9 BAE SolhumA Bad HuE FPSL oF
Qs s A5 AP EY, Y 2R FE PAAANA
AEE T Itk AAAAANA AHgsE 9 2Rl A AAY U BAE
SoltUwA HAE JRELS AN dolguolxo] AANE AES

AA 3.

4 =R AAY URL YzEdA Azt 4 A4S FHsHA,
3" ) EA4¢ 299 URL 59 F= 33 M54 24 URL o
al

g A £4 FH AHES viEste AZEYOEA §) HAA AH| 29
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Web Robot
ap

=2
7

=

AHE
H

[eg]

o

T

i=]
=

1A DB H| 9]

[e)
| 2 7} & Z(mercator)

dl o] A 2] 7]
(D) W 27+EZ(Mercator)
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Jde 9 =ZEo=ZA DEC/Compaq oA WEFHIATH HEIIEZE=
A3 7|5 ES S8 WA oE FU e N A2HS A SA4S
=5 A w Anp Z2OR Aoz JEEST]

Fol Aul 7by FAV AR E mE FAEA 2D & Aok

i)
2
o
,ﬂ

| gl [P =ede

R

(7198 2-30) WEJEE A|2~H"H Fx

HEstEEE U EHOE =8t T 4 £49 <
¥ E3lal, o] URL & HTTP, FTP, Gopher oA A3 Z2EF
BEAA HdeEdth Z2EFZ 252 URL o 93 AA"E ¢ EAE
&2E38tH, o] A& RIS o s #AdEH. WE7E=E+ RIS o
o] #E=Ev= A4 ¢ TAd deted WE HAAE %f'é}ii’ﬁ

H

o
=
+
i)
JHI
i)
N
&2
rlo
e

ol X T
N
N2

+

)
N
IR D1}

(2) 7+=%(Googlebot)

T2 (googlebot) > 1 AM AMu|AES AT F2oA ALEn
Je ¢ 2Ro2, ~®lxc tigte] o] Page & Brin o 3
AEHJAT. T2 ol FERS o8t A AAE ez 30
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o ool W BAE £y Uk =®
sREE oot § B4 SR BA® 47F A
W, 1 Anze 9 BASd W

=)
=
4 ) 24 4, A EAEe 4 571 24 S0l Atk

2

URL &< F%3}a, URL ¥H37]+= o] URL 2 AW URL & W33}

(3) &g ¥ (Polybot)

Z g E(polybot)>  ZgElaY OigtndA dAFgez EE
2HROFA, FEite]
T4 8252 AZ U2 AFHAA 5Pz Ayd 5 uh =3,
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FAGoRA 9 BA £ 45e B
e AYe B 18 Y £ 5
o

Aol ZrECA 19 2 A%t A ool 9 EASS .

=

[
Bl o
=1

URL %& ¢ |
1 24 #e]

3

A A =H

(19 2-32) Z2)5 Al=" 7=

9 =io] B4 9 AwERy Be Fo 4 EASS wrtt
S48 A% § Ame FEF RaE $2AZ S A ol
o

TAE HAs7] str] fel 3 #2871+ URL &< 4 =(shuffling) g

dlo

%, o] IRL £¢ Be=dSds A2t =3, +3 Bd/ls 9
Amel  “robotstxt” WHUe EAF] 2R WA EEE FrUT
Feipe te2c ® 9 BASEYE URL 5 3533, AF7HA
294 e 9 2ASY WRL 52 3 B7z A9, 9
BASE A% Aol Aga

(4) v o] 5(Nabot)

o] E(nabot)& ¢ A Z& uo]HollA ALgSteE §) EROEA
U g g 4
TAES FHH dolRe dHolEMol 2~ e Al2®l MySQL <
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|

st e 4 FAES Adse, = FACd FHE 9
A&FH oz 7] st AF7A " AA 4
URL & #doh veolit2 #gs<el URL E°] A= $)
A FRe, =Y 9 EMEERRY 249 A2 URL 2
URL dlelefulelze]  F7b@dth webd A§A 2d® URL ol
ANsHE 9 EAES s W delit 3 Add 3"

obefe] IHL dolR Azl FxE HoFo. URL #d7l=
#eFd URL S= who AHAHe 24aso Sle 9 &4

FRNENA Bulste, 9 BA SR7E oed 2o A49Ee

g

g Mo
R

>
o= T ]
o 1o o

o

m

St AR, URL 9 P & AARIY =0 s &9 9
EARAE gt A, 2R wiA ®2F& Fsh] fdA §
AEe] ¢ robots.txt”  HLel &S FAITh AA, @ FAE
gzt Uy, 2t @ EXAZHE URL 5% F=3o URL
AAIE At OAA, § B4 WE&E EAste fal == 2%

TAQANE AART PAROR, 9 BAE 4Es] ol o]z
AA@T. $9W, URL AA7]E 428 URL S Fo4 24 22
=38 URL £ 7129 URL 52 AAF ¥, uwx URLES URL
Hlo]ElH] o] 220 Z7baeh,

PR S—
I
=2 ) A2 4

Ge=d
We 24

—

(e 3)

2 EA 17

R

oA EA4

(L9 2-33) ol A =Hl 7=
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o} RSS

RSS&= Really Simple Syndication, Rich Site Summary, RDF Site
Summary®] °FFo 2 thakd g Alo]EC] FRl=E Qo%FEt1 FEFf

& =S e XML7|Ee] ek ZHE Hig Z2EZO|H

ru

r j
<rss>
r

<channel>
<title> ... <itle>
<link> ._ </ink>
<description > < fdescription>
<item>
<title> . </ftitle>
<link> < Mink>
«description> . </jdescription>
<pubbDate> < /pubDate>
< fiterm>
</channel> )
e
</frss> J
o

(17 2-34) RSS HA 20 71+ =

RSSe w&2u EAAE Y Zo] ZRIET A5 AAE= §) AolE9
ARE o] gABoA AAoZ H1u WA AFstr] s BHEo
Eoltt. & tdstA AE, @ o wiaol| Tad HaTe HRE
o GA A o AEE FAE] Atk E=RE RSS MRS AdE

ZAA¥, RSS I E(feed= RSS #HE F3] o] &xr7t RSS IS
SE3la ¥stE RSS JE=EE ¢S 4 Itk

RSS Tzx& otz 283 o] RSS ¥ AlFg AlEEZ YelgeE
Ad(channeD® AAEE AHR(EZ2E)E Yede ofolH(tem o=
TR, AR FEOZ A E(title), F4(ink), W -&(description), A4 =

A ZHpubDate) wo| A3}
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Channel

‘ skipDays

title

link

—| day

clescription

— hour

| managing
editor

pubDate

lastBuldDate

skipHours | | link | | link

(198 2-35) RSS H= Fx

$19 29 RSS =Hlo] @& RSS HE9 HIEE Ed(tree) 7=

ssyoll F45® 24E  channelol W3 A H(metadata)e} 1712
=5 ¥3st= o el <{channe>f4olth 39| <channel>&
2 Y tem>e 2SS Gtem>2 TR A9
{description>o] sj@d A =9 7fQola, TR ink>7F A= AAS
AASGgHE, 2Eoly FAo HEl=el e WAowm mdH HArh
e <item>S <description>o] =W ® HIMLS 3 &sl= HAEE

FHAE dA EdHo=z gkt

o)

Z3rstar link>e9} <title>o] Rzl }.
B2E Ltem>d 84EL2 AgFHoly, Hojx (title>olu <description>
9 b= EAjsofnt Fot

o2 X+ <channel> 84 T I dAgHE Ojg AHdolt,
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[3% 2-19] <channel>9] ™2 AgHE

dIAHE A k! o
fitle -AE "HRIelE W =& | GoUpstate.com
ALl E 9] W W) NewsHeadlines
- ¢ Ate]E URL AHXR T+=
link Ado siFsl= HWAFO]E | http://www.goupstate.com/
URL A X
. The latest news from
_ Yy o] A
description Adel 49 GoUpstate.com

RSSe] WEAE 3o FL3 HAIXIVERZ Aol Hojdo A
AA = 7wl AFA (Content Providen2A 7z AF w2 FRIG
A1) AR #g RSS HAE AFdh. F wMAE OIS HERE
53 RSS ARE SAY FF3st= AbE(Content Aggregator) o Z A
JEl~5 Fsta 1 Y925 3 AV He 54 529
Jeeils FRst AFsth Al HAE ¢S 7 e AEHAIAE
o] g3ale] FE&=  AlgHHeadline Viewen© A FAE AF wa
oA FHsta s + Utk

ge

e ofelel 1

=2 HIEHH|0IE 2194
N\

/
RSS T o
7

X
N
RSS RSS
ur -~ AF
}/
R e e HAgA°|
hems ems
gElx QY3 xt Hi=ate! Fo

(29 2-36) RSS YELa +x%
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}. 1 3 E=32(Web Crawler)

4 38 1(Web Crawlens 22 A, AFsd WHoz YT ool 9
< ®Ashs AFH Z2IF0|t AR 2T Al ES
EAMES AAskeE AHeEH, HA A
Al Jdg . = 229
4 AelES AE A #E Z
s, AF olwld SR 2§ FHolxe] B FHe AHEE
FAsE HE AgEth § ZEYE g/l A=GeedEta & URL
2B M EE AlFst=d, FHolAe BE sto|HPAE d4ste] URL
g 2ES A4 449 RL g|l2Ex AAHORE oAl g&dith §)
AuE =38ty Z FFo)Ael e H2E AR, F£A AR, A
dE, 29 AE, "HEvYe AE T 5 B2 ARE FHs}=

m2agos Agel AUl FuolAY 7 PAE weh HuE

B WEH AYe tastedl Zeagel AFOE Y oA

e %@aﬂ T ook =@Eo e WRLES *39 ¥ 1
%;

D vt & 2EY
Ak ) I E2](General Web Crawlen? F8& gL olf
83 2o

Initiali=ze:

UrlsDone = @
UrlsTodo {“ ‘“wvahoo.comn/index.htm?”*_, ..}

Repeat:
url = UrlsTodo.getNext ()

ip = DNSlochkup{ url.getHostonameaed{) >
html = DownloadPage( ip , url.getPathd{) >

UrlsDone .insert( uarl )
newlUrls = parseForLinks{ html
For each mewlUrl

If mot UrlsDone.contains{ mnewlUxrl >
then UrlsTodo.insertd{ newlUrl >

(L9 2-37) &Rkl §) 287 dud+
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UrlsDone2 o1&zt wre < fHolxEe Z2& Yehja,
UrlsTodo= B2 & & BEET ¢ #o|xEY HFIFo|th
@ #HolA EFA URLES 74 ip= #HY FH&Eske] htmlEx
g2 ¥y gz 2 9 ﬁﬂolxlfﬂ 255 AAR

R sei e EFAs ofxgdIaOutlinkEs FEF3t9 ez
B A

o

2) B4 9 3 &Y

AAL € B4 ARE LdHl 4 A8E 488 IT0e A2
1=

A E7FEsSHZ] wiZd B4F ) ZEHE okttt o #4F H
AEHE A 27HAE Yo A=d IF 37t Googledl Al A8
¢ A3 (Centralized) W2jolx & 3stu= Mercatort} 7]E} o&

3ol Al AH&-g P2P(or Fully-Distributed) -2 ¢]t}.

// e

—

f/UI’!L ™M
= )
4, anager )

= \/i\ -

'
i Crawler : // ( Crawler J
// \ e
7 N\
//- -\\
\. (\ Crawler //) '\7 Crawler /\
e ez e — /

A O"E ST Y 7o FYFFT4e URL
Manager7} AW e} & HS 3} Crawler7} FZRIUE IS st=
TZolt}. crawlerdl A #A4& thZZ= w3 OutLink URL<
URL Manageroll Al dAF% URL Managere T$2E HFS FE 9]
URLQIA] AAste] URL FEAAE @th S, d5F ¢ 359
&3 URL #8E & &2 URL Manager7} thal & = Aot}



poPutAl e the a¥F o] Z+ Crawler’/}t &d =93

[-40
-
N
i

Fd Fii § ¢
[ Crawler \, L d 5 {\ Crawler )

LT . e E
! Crawler ) o—— [ Crawler /
\ Fa = — /. ‘\.L_Lq__ _— J

9 188 P2P Ao FxEolm, Zt Crawlers &4 =gZH<l
T%Z 7M1tk Peer to peer, or fully distributed) ]S 27k

7]
7t 9 AEIAR &S doh AAY ASHE EAE
T 23 QOutLink URLE F&3t3. URL SHAA7MA 25 Z2+2be]
Crawleroll A/ Zgxo=z2 F&gth,  24ze]  CrawlerolA  #elst=
ezt ¥ URL H52 A= Hjgtzo]ojok s}

A2 & Crawlerold e EAME
ZAolth. olAL Adt= wygor 27t (Crawlers TeEE #-&

URL Domaing A& Hjelzd o2 A #el st

e
.
it

¢

o

H
Mo it BN
&

f

ol
K

, 18A geod

0
o
(n
e
rorr
(el
ox
o
2
ox
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o}, Open Source % 7]

(1) Chukwa
Chuckwax E4FEo] A&

LEE ANz" mUEHY 21, &
233 27, Haddop 21 53 22 g4 238 3

ste] HDFSo|



ZAAN T ZRAASE AzgoRd, wWd 53 e BXEAA

TSt HepnlolE @9 9] HolHES EYUHT 798 7T =l

Chukwa -3

s \
Chukwa Agent Chukwa Collector
- Source send Collector _ Writer |
Adaptor felcus ol Servlet P'PEI'"? Witerhd e
Stage Writer|——-
Writer; torage
Check Point N g
Agent Driver ‘ Servlet Container (jetty) ] \
\ \ . Eawy J
‘V\ r 4

(¥ 2-40) Chukwa

2

—‘?i

oA AT HolEE0] o]Fdle ARE HAFEU 4749
TES =R BT 2EO9dES 7 == & Chukwa AgentE
%34 Chukwa Collector2 RHUWZH. shye] Collectore= & 9=
10070 ¢] Agent=HE HolEE s, & @92 HDFS W¢] Chukwa
Data Sink= dlolEE HWt} 7]/\1;_ A WRE BE molz
el e HAdstAY FASA g @<es] AHsa 153t 417171
el ofrtelBgitt gl F HAE 2RI ES st Key-value
%o 2 o]Fojx Chukwa RecordsE AAsth of7]A4 A4 E Chukwa
Records= AH8A7F MapReduceE o] &3t £4& stAY I 4vHY
Chukwa F2e8 HHE o]&st] A4S st 2Eg Ao AT
a8la AH8A= HICC(Hadoop Infrastructure Care Centengl= - ¥
AEFH o ~E FaA 2EHE APEH= Fdojy EFF8 22
HDFSe] Jel& AAte g RUHY & o

d

A

(2) Scribe

Scribei= Facebookell A 7 diff=el AHZEE AAo=
2EZW 27 Yol F3& 93 &g Aleldeltt. Scribes &3 3
AHPS ZEE F

Il =
dENIS = gE g8l uAHUT ot WEYIY Yol



o] Ao WA Aox dlolE FHE JhseEAl syl felth
Facebookoll &= 4 Aol #xE=2 X, 95T Jx dor s

100¢} 7H e} wAAE Fskar 3l

[ Scribe

Scribe Node
HDFS Store

Primary Store — Thrift File Store Scribe
W| Thrift Listener Secondary Store i Network Store Node
Buffer Store File Store

Hash based Load Balancer [ Storage

Application
(Thrift Client)

ST

(¥ 2-41) Scribe 3+t&

shte] S Scribe serverel ol#] tje] ZZ Scribe server FERZ
TFAEI9 e Scribe servere Al2HS BE E=F oA =07t
9Jth. wkek =9} Scribe sever’t ®&bslA] EsbdH, =+ Scribe serverZt
local diskell = I wWHAIAE Z}*é'é‘}i %% Scribe server”}
ETEHIIS wl oA HIAAE HAE3n. T4 Scribe server= E4F 9
A 2=®l e mpx e ZA 2] o] gk o Uﬂ/\lxl% 2HdstAY, g 59
Scribe serverZ WAAE AL HAA] S 93 storegte
NS AT A2 71A B9 storeE AlFstH, olE o] &3t
AeglH oz HDFSAE AZAE & Aok 21 752 gz & F

T

3L, HDFSo| Ao g &

OP
o
kg

(3) Flume
Flume2 A& 22 &4k HolgE FHsta a&4o= HAFsi=
A z"olth ol ZE2EH @A AP Jde =8N oyt
A FAAHE AFet Flumeo] 8 AHgA = 27 Alado)t
g AHEZRE FHEHIL BolA= HolHE 3w 2FE T A
174 Alz="d AT 948&s o Flumed T8 AA 5382

[e=]
=
A, 7, B2, 28 Ao

O
o
a

L.

o
o2

b\



Flume ."-0{ Flume Master "—Pl Meta Repository l

Flume Node

Event Source Event Sink

Decorator

e =

Driver

(18 2-42) Flume?] X

Flume] % F43ts 228 F%9| Hojg ZzSo|t o oy
Z2er Yol ©wy ~Ede & A woln wolEs} e
Aol A =2\ YRR sBoldT B 4 Y. ol zEL
JHEE W B & dE E¥H wEe THoR Hogt A
vEE HolH Z2$ 5% Ao dd vk Fumed 287 wss}
w24 wEE BE Flume vw2EZL Aoj@th vaEHE =gF
veoA AAARE BEE L LAY} AAF ARE RE =7
vEdA qdolEsE G AEaT =9z LEE Frlzow
vlaE wEsh AAsHEA RUHY FHE TheT 150 RS
et} 9le] AP H B AT o] 3-tier T2 HolUh A WA
tiers oo]ME Elojolth. o] HE wEE JMHoR 2IE AEE

Alz"le] AXEn, a8l 1 =5+ HolHE x7] ARHo=R
Flumeol] AA AT, 5L collect-tierZ dHo|EHE
wAE HolH &F Co|HERZFEH HolHE Fystal 15& A

AL, dF £ HDFS AR =T, Rl 9485 33

An)
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2. dloly AA-#e 7=

HdelEls 7€ A¥shd vloly %k oluzl ng¥stE dHolHE
E3E B oolyEt I R ES Woiste 71E9] dHolEHo] 22 E AR
2 FAgo] AVE Atk wEA BlEelHE ARHAD G AT M2
Fe) o] tlolElHlol~ ¥ DBMS7F S&38ta lth.

(3£ 2-20] HElole AAZ/&e 7<&

T 2 9
- &Fo dolEE B8] Y F ol o4
oe Bk AFEE ol&st] A3 e st vl
o) Alod z@siH, AR Aol EAF AR AF
= A I N L e L R
A% B4e 87
- dolEulol 2z Yo £48 A4y £3F & e
e £F
olpp ma |~ A8 Aol HolE o] 2o 24 AxZES o]
STEEET L 2gR @ delHe) Ay 2 zAs 59

o8 DAE AXR Lx BHo  AEFHA
HolElE 4T F RS A

ol

- AlFEAge] w1 maAd gAEAE s
sl lolel s uoh W HEa A el skt
s 277h woldel weh 1 Fadel HA

EHe 205 )
- A5 AP doleulolask T2l AR
HEA P b0l Euo] 28 o]
- BWbsAe FHe Fu 9wAn REge
NoSQL BAEA e
- YR fAF dolH Aede A,
Fggol Fas Axdelt CdFt AFH
#A8 wolEuo]| 22 AT Bast UL




goold [ - 2 3y Az" gl FIE 48 2
(Big Table) dlolejulo] s A 28]

GFS
=

el A 2sH)

- TFEdA AEE Ednd Ax", &
AT A&

rlo

Wl A/#E] Zle2 § HolH, &2 vy, vy HolH,

A Arse FF5ske gt F4 9 dolHE AARE AR/ E -
A 4k HFE Z1Eolth

Wy Aa/dE] 7le2 § HolH, &2 vy, HlzuX HolH,
A7 ArSe ZF5ske vt F4 9 dolHE AARt AR /AEE -
A 4 HFE 71Eolth
7h &% 24 9 A 2H

H dlolg #AA AAEE dHolHeE I R V7 ]
&l 71E Y AlzdEH AAE Uz ASS AF9 Be AN
S AgHl &S 2o 7 ok wabA t&F tolHE E£43817] 9l
F o ol AFHE ol&std AHE AYs EWist oA
z3stH, dF Aol AV BFHE A BAV ¥ d FED
AAE7F 7bed BAF A &4E .79

Zolm dg] 43 =77} otulx](Apache)2
shE(Hadoop)olth. 32 &< dlolelE A3ty s =<
= B4b fEg Al MEE A At

1}, In-Database

¢l-HolEHlo] 2~ HlolEH|o] 2~ o] EA

o
)
i)
4
ot
ok
P
%0
rlr
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e EFSHI Utk whErd B4 AoldelEH o 2ot B4
amEgole] RYR AW HolEY A R ZRA: S o GAF
ANA 23 2o %37 dolHE BAT & AEF ALT 5 ok
=g Ql-vlolEol 2 FA e AEE vloly ZeAzsh A Fo
Az 2HE Aee AdsE B4 ThseAl Bk oldE 5 e
AQsts HEAA d-volE

Hlol~=  ©2}d o] E](Teradata), [BM
U E] ZH(Netezza), 18 ZH(Greenplum), of €] dlo]g] A]2El(Aster Data
Systems)s# #Z& F9a HolH o5t A Hg S 3] AYEHi

AT

t}. In-Memory

kl
]:o{r
o
Y
o
1o
>
b
o
o
¥
03{;‘4
oh
N
do
e}

HeolHE Ho m=7A H

1 s84dol A FAHI dvk AFAH] Rlz2Y 2 JQdgH s Ve
gk 22 ol A" tolHE oz =dsta AYE
stAgh Ql-WEE &L tx3a il wWEEE o]&3te] AlE
HE HelHE AHstr] wiiEel dlolH RIS e HYE
48t gt #3e #4445 Adste o 298 Ade €Y+

A-vime sl HHe
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Startupil SA0l DatabaseE Memory(ll 8FAF #z2| 3! 2%0t= DBMS :

Main Memory ; -
Database
Tables ‘ ‘ Indexes
C hw’kpammrg ,Smrr}fp Lﬁ'}ggin Iy
Data File Log File

(19 2-43) In-Memory

¥ Z : ibm information on demand (2008)

2}. NoSQL

E4E dlolguo] 2 7heu] t&&e] BAE HolElE dHolE Fx7}
obld & FHE AAste Agstr] 93 NoSQLe] Z3& Wi Ut
NoSQL<S Not-Only SQL,Z<& N o SQLE ¢mlslH, "EZAH AAF
tolewo]l e} T 2A AAE ¥ #AY dolEuo]AE on gt
HAE dolelmlo]~e A VIJAPH IFEAH FHE T 3
o, NoSQL7| &2 dAbsARd T3S 71 434
BAstA ek ol#d SA S = NoSQL Hleo]EHo] 2~ =
HAE dolguo] 2o nla] S5 EFo| we BRo wE At
7bsstzl el ti&#Fe] dHolHE E4MAA A AATS

AT = de 7ee AsToh

L
Jo
ko
ox
Mo rir

D ¢
2)

¢

wEE 2 A7) 2L HolHE RoHo} dth.

A (Consistency) : &
dH =7 eEHoE & Ed IdFES FA Folok

3 (Availability) :

o Jo 18
SR
N

3)

Fod  HEND A% F 9 delHE SAsbaE Axde AE

of gt}

flo Mz

o



Key Space

Data Center1 Data Center 2
Storage Nodes

(¥ 2-44) 283 NoSQLY +x

% &3] : oracle.com

A DE

Bigtableo] @ vl & Fmo| T3 B dolHF BN AT B4
2EGA Azdolth TE A9y, FF oz Tgdm FF FEIA
F2e]  we  zgAEst el AgHe  ltheldw

o= B33, Bigtable =E TF AE

HlH o] &2  4kAI3) 9l a(sparse), iE-4kE o] 9l . (distributed), &4 <1
thxtd el & A" wW(multi dimensional sorted map)e|th. ©] W& row
key, column key, time-stamp Z <ldA FHATh W 7 values
A E A ke Hlo]E o o](bytes array)o]th. e 18 gHo|A =
A oA EHeolEe & FES Yepdth. d@ow)e] ©]F2 URLY
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o<=olt}t. contents column family: € #Hojx9 &S =g},

anchor column family= ©] 3 o]A|(www.cnn.com)& #HZ3l= o2
o 7(anchon)®] €g2~EZE JePATHCNNS E#Ho]x= Sports lllustrated
oAk MY-look EF#Holx  Evtel o5 FxHI] Wi,
“com.cnn.www" €2 anchor:cnnsi.com¥ anchor:my.look.cagt= ZH
o) Fe zteth kel A AcelDS shbe] WAS zheth 99
contents 3§-& timestamp t3,t5,t62] 372 WA & zt=t)

{row:string, column:string, time:int64} > string

"contents;” "anchorcnnsi.com™  "anchormy.look.ca"

"COMLCRN WA

(¥ 2-45) Google BigTable Data Model
¥ &3 : Bigtable : A Distributed Storage System for Structured Data

vt GFS(7= 9t Al2=H)

2t H AT F AR 7]%(failuer tolerance)® Bo 49 Flo]AE
3 & A %(high aggregate performance)S A &3ttt o] &3
N2='ldA S 7154 BEE 7]EY &4 FAA2"HER @B FiEo
STEHAT, Ay AN ="HEo A FHe] AARFHI Ao|H o=,
e dA, 28 der gFHE ofEAlold e F-sKworkload)et
712 A4 TS Fi AL =¥3a, o2 s HFAH
A"l BAS AJHPES L FEFo=E tE YAgl #dAEs



NEsA HA o] HY AzHe Syt Faz Pgd AR/ ELS

AEHoR FYPPorn 729 F A FYFOZ Yo LygFd
T2 Aulz=®w ollst dige] deolH A& atdte dATek ANE
Eopo]l AHEE AT olF A F FE2HE ¢ A txdel AX
TAE 9 HeHlol B AtojzE JHAW FAlel W e

getold e o3 W&E T Ak

clientread 2 :
S0 O F |, MY offset (chunkid)
L2002 chunk ME |, chunk server 7 (CACHE)

GFS client GFS master
: CACHE MEMORY
client \—‘ TOCAL DISK
appllcatlon = s mama chumit E chumig @ oeatonl acatond
e | = =
S | = =
client 27 : P pping table chunk locations
chunk — chunk S
E ] — bytes 20|

heartbeat =0 §3 -
— chunk location ¥21
— chunkserver S0f =491

[ GFS chunkserver | [ GFS chunkserver

—— WMol Y

b Hio|H s

ohiink ohiink S ahlink ohink

(¥ 2-46) GFS Architecture (read operation)
¥ EF3  ARBA4HYZ159.2010
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3. "ol &4 7=

HeolHE M35ty A% IHES SASE HAgE, 59
1A EEClE mlold  ZokellA oln] AREHWE ZH

BEA71HE dugES di= dolE Ao #wxE JjAsky

H o] B Ao AEA71 3

A ZIME e g2E/enyd wloy,

AAVESI B, o8 Fol FES w1 k. HHolH e &4

E R dolHd A&H1 9tk

olg|g dAG R HulolE EAM(HENES FAsAL HolHE AA,

#g 3] e el Age Az e Yo ik o] ke

<& 20059 24 AR v AT npolm sy T2

2] 7 ~(MapReduce) &18]&S T3] Y8 Mt

[ 2-21] ¥lHlolH &4 71+

7 B N
~qlolz 7AE NAY HxE HolHeA Ad Er
BAE FEshe] X9 on] Y ARE Fohyt

wleltd 7]

Text Minin, - = i
g -ARFE BA O EBEF &EA ZFH2HY, Topic

Tracking, Web Mining, Question Answering, 4]
Q¢F Duo Mininge] <

- AZALE Y A A ALY H o= AV
R3}slal oA AT S gsl7] AT FHOEA

Atd o] A e ARg-= 3L lt Ao

- Aol HEE Eof(written text) *g]2} Foi(spoken
language) A 2|Z 4

- AFH O ZF2 AV d¥EE HelHE HiEo=
AEHow o HAEA P_E gEs & I
3te GaEgFES ATste A

Iligiil;e - AEE g E A A (web mmmg) g ~Enfo|y(text
4 mining), Apd o] g, ool
HCI(Human-Computer Interface) %°] 7Z|ASt&&

AL-83

_96_



F7H 02 o] 2o AA HE

S EAES] A9 SAAAS AA HE F GRS
o] 2 B A2 AFTO0 =l = o
DDS(e] AHE /j;jjlg BN+ 942 3= AFH 8
] =] L =] o ]
/:D]_/:]E‘;]X(S - ARE T2 35} BTy EREE

Agdozmn  orrEaAdxe]  oiAbEAARAe] Hu

-9 gHaae W 9GS
MapReduce o] 2+
- g% dolgd 28d & gle

STl BAREES AYUey] A% BH0E AR
O~

-F2 W AdE 9 HelHE

A& BAFE Az

-u Ay AzetE Ags ZPES AA Ane

EFAS FHA ¥k HolHE AFsta, ol&

HolBd #Hzo2 S e
Fod= 7=

PRI | paste zeag o w AuE Se 1w
AR 28 &9 7HE
-9AYY Tee £= TR, 94, . Eeh
o] oA~ WHOE g
- Mahoutell&= Z#2H¥Y, ¥F, CF = 23
Mahout 2P AS Y3 o] 3
-8 2HE 2 CFeF @9 750o] ®Bol A+
- RDBE @37l 98 AZES Ee 70
RDBMS 2 22w
- 7l(key)}t k(value)E2] 1tk #AE HolE3F A2
o] -9 gk A Z o] A4 B HolE M o] 2
- Zglo]lWA] H=3 dolg ulo]Y(PPDM, Private
Preserving Data Mining)ol® & =30  ©o]g
PPDM ALY Zglo] WA E &) 5} A FomAE

Ao} WE L

7}. Text Mining

H2E uvlo]do]d Aol FHE uAFY HAE HolEdA |
£ BAE FES A v e FRE Fohle vhold
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7ol AtgEo] wWeke dolE ol 4 A A oA el(Natural

Language Processing) 7]< ol 7]4Fgit},

[% 2-22] Text Mining 7]}

71 ¥ &
- durAel BiE PARRE A8A7} dats ARE
S gsts ARE B4 W4 A8A ol
Aozt Aol x| g0l FE2E T Ue
- B4 BRSO BA FozHe EAES 249
ygol gt Frstets AEAQ] YAE vlold 7]
24 BR | - BA BRE Foja A= wel BAE EReE
&EA Mo Folxl AUE el wet of B4 AT
etz 7Rl 2 &7 2 AAAE 2A
- BA 2H2EPe FASE PASY ST U8
EAEE %2
Topic | - AH8AT} ZEWE AWo R AgATE B4 o] sk
Tracking A7 oA EALA A5 Al 2EH
- A2 b B0 A7 AT A B R
| oHsE vleld AEe A AolEd] A 83
Web Mining | s gamo) & o 41A AH4lo] Qake Fns 24
'E'
Question - AddoE AEES WAWE Axgo] HEF g
Answering N2e AZaF= A2H
S OE AR FE0] AT BAA 54 By d9we
od qep | BR EE Geld Auz Fasd: Acddw
= TARGE F o Yoyt EACdA OE T8 WES
=2 Qs e Ale
Duo Mining | - dlolE] mhelds} Bl~E vlojyde A &
. Apdo] Az

ghaol, %ﬂ 53 gol AZAIe] AW W Adwarow
o

AanTe Fshr] AT FHoEAM AFEFHI 9



Aoj= #do] (Natural Language) kit &3ich.

Aol Ages A F 7R ERE F AdedH, A= AAAY
ok ZRET oyt Adojol oA oF], &, ojuld #3F A4
(Iexical, syntactic, semantic knowledge) = A}&3|A] &o] (written text)
£ Agste Aot

A= o dsted S84 BAHE ofWEs PR 548
(Phonology) © tHd F7FAQl A& Q= 3st= To| (spoken
language)E # gt Aol

(3£ 2-23] #Ado} A 7vr]<

7 = U £

TEEH -4 BEEAY A, FHE BHER

(Syntactic Hage B4), FEEAEE AL 24, =2

Analysis) AA Tz FAo= o] FoF

- oA e W, A S T E on @l

=& or 4 BEd Mo o 7}/] ojm A Ao,

(Semantic o= 1Y A LA e 9ot

Analysis) -8l A o AL 7‘] ANoE EAToEHN

Addo] B4, onl &4, FFside &

Y B3 24 dadA &4 71

(Discourse - T F2EN(EFH AAAAEA),

Analysis) AEENAEAE Fohes x§F

t}. Machine Learning(7] A &)

7)1 Al 8t<5(machine  learning)S 7 €3 8Hcomputer  science)®] 3k
THE, AFH Z2 7147 4EE HolHE vRoR AFHORE 52
Aow st5e & F A st dadgEFES dTste Zolth
ZIAStES  E&sts Tlede  UE
gl ~Enjo]Y(text mining), Aol A, &

Interface) ol flom, 3Fst= dlolHA wE ASE R

T.‘]

)

AR 7 (web  mining),

o_>L

<14, HCI(Human-Computer
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[ 2-24] 3¢5 dlolEld] WE A% 2R

T F H &
- YY=d<(nput-outpude] #Ho=E FAH training
: SEREH d¥E& Y& AMdste e
Supervised s%_e}té‘ ;jf Jj’l'x‘] = = Feret =
. =] - e}
learning - WAERE e F=2 BER(classification)et 3] A&
(regression) A 3)ZAd =33t
- =9 #Qlel 22 AY AT FojAH ol AY
: #HEY FE5HA EAE Hotsl &Fdte 34
nsipervised | nimasge 2 #dsidusterng, WEFA
g (density estimation), A= Z~(dimension reduction)
ol A&
- WASFE ) Bl ALSHE o] S E)
- 4" dis 2do] dqFs AdEsta, I el
el =do] 228 HAAXE AFstH 1o ot
Reinforced SEE e 3A
learning - WASEE Y BaARSRGEE ShF AFAA 0 BEE
tlolg 7} FojA=H whal, ZslstEolAe 5ol
ARl AAL 7FAIL 4xHF © Z(sequentially)
ol

g2} oA A A A]2~H®l (Decision Support System : DDS)

dad ARE A A% B A% Ax9e Yol
AgAE]l el dAEAE 4A WY+ UES Ay ARE
B FE 98 e AFE 4 TRt DSSE APIES
EYF RE AYFY AAARAY AN REE WolFu ANE
sqstste]  BHRYS  HolHE  ATFORA  ARRA
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(3£ 2-25] oAbEA A Al=He) 7484

S S W &
- oAAA e e At HolEE AAsta U+
golgHol~et  olEF  #Este= HolEM|o] X~
#2 Al ~®I(DBMS : Data Base Management
System)o.& A
tll o] ¥ - YAA G A LA 2~ H] o] Ao A ool g o] 2~
Hlo] 2 Al 2H) A z"lel TS gAEAC  Hadk HolHE
AZHe st ol & AFske= A
- HloJEHlo]2ol= 228 WFE HolEuHo]x, o
| o] Bf u o] 2, agar 78 @ e Ak 7h1
tlo]Ejulo] 2~ Fo] EJH
- mEdo] s A 2EE oAAA a3 o
2d 5 A e EdHolx9 olES
o #Y st 2dujo]x~ A 2®I(MBMS : Model

o] 2 A2 El Base Management System)©.2 4]

- mEuolx AlzEle oAAAY B mUS
ARt FHstn BAse 715e ATHoEH

—_

AARAR Qo] FAHA FBL 53
- AR AEFlol~E HolEel A 2
g BARAelA Aol
AESTECO I I E YN
NeHEES U

Lo

Q

aman |- FR rdeld adm Aegde olsste
= o AHEAZE olafstr] il AREE] 4% tistrle s
A &8}7] uf -l o 3k A 2L
#HY A ZEYS(DGMS : Dialogue Generation and

Management Software)e}il%= 3t
- AR gAMAA X AN 2EY AMEAE FE
719789 8 JAEAR S Fdete FE dEA
A&} - olE& TBHE gAEAC U A-dT mdS
oJAAA mduol~2HE  AAsy  HQIk  HolHE
Al A2 tolHHo] 22 RE AFHAY A dE3 o,

filo

detse  Wsa  BAstel Az dg
Aese oA ARTA S 5

- 101 -




o}, MapReduce

WelF2Map Reduce)= F=° BAHHEFEE AHshr] #Ag
Exo=z Az, 20043 HFI 2ZEYO =z dYFold. 9
ZH A9 A FEte] E(PB) o3 t&F HIolHE AHET F gfle
AFEHE FA4"E Y2 SACA WHEAZE Adstr] Sl
AEEAT. | Hrae § @AY dws AR AYAAS o
Z}ﬁaq W(map)> &4 U+ HolHE ¥ A= dHelEZ g

FE v AdolH, fw2Reduce)= W &Y ¥, TH HolHE
xﬂﬂob_ d3t= dHolHE FEdte SAE IPIo dud w2

zHAdN A F M FES e Zlo] otutx|(Apache)®] sls(Hadoop)

7] o]t}

Co mbiner

Intermediate

. -
Barrier

Input Output
(719 2-47) MapReduce?] A8 3=

MapReduce= oj2] SAZ yUs F JAR IA 202 vHetd
Map3} Reduce® Y& 4 Aot zZF A= dg€3x =89 key-value
AS 7FA a1 ok =3 Map# Reduce 4+ /A&7t A 24
inpute YE HolEE keyd valueE Uiro] F= A4S s, Mape
Reduced] <&Hl @Atk Map@<e A€o =2Z+= key9d valuert
Stk keyw Y ol E WA ZIAA UERE Lzl AR
Mapgrol = FAEY. values dlelElol 714 reduce 5lAl
YUAE keyot values FEste IZEE JNEATE A4 SoF ok m=g
Mapgt+= Y& dolHAA Keyet valued: F&= & w ZE =
dolE 7t QoW AASE J4TS T F£& Utk shuffle> MapolA
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U2 key-value’t< key= AFHet key’t 22 Z78 1HFS WHeETh
Reduce 3 GAl dd 3 ==l thet key-value o= o] Fojx Yt
A8 keye= MapolAdl =83 Keyet FY3A 9 value: lterator =
o] FolA Qlth. o]A 2 shuffledAl oA valueEs 153} st 7] wZolth
Reduce 34 AAZQ dHolg HgE 7] wjid tloleES Agst=
= M AH AR FACk ok A3 32 Mapd miR AR
Key-Value’§o] Yep}A Hr.

v}, Big Query

T2 W AYE N olHE FHSE FelA A%HH BANFE
Aulsth olgA7l 72 FSE AR BAsnA s
dolg gzcstd 9 HASHE B AY dolHst 2wy
e J1ge ME Azmets: FEIHA GuE dolHE BN S
gtk FZe 20119 119 ¥ HelE wetld ZelRz ¢adol=s
Az AREtn gEdct @4 TR FHE Aust AT
Folul, obx g AUl ARE FuA 2o Ao UHAn Ank

==

A d=zE ARES) ZIdE2 AA AW
=

dolH& A3, ol& BAs: =

7] 5
ST | A e FLe H x gho] BN
Z @99 #gIz=E T3 HEHlolE =7]9 HolEE
TE | qa
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g4 | Google Ql=ZglollA 28 EE SQL fAF FE Ao
Google A& AHg3te A8 2F 2 AHEA 79 43S

_1_’_,19|_ = L T RT
° A
ROt | Bk SSL A~
gﬂoiﬁ,\ BigQuery B.2}-9-#|, bq W& & =+, REST APl =+ Google
e Apps 2 HEE AH&3te BigQuerydl 94 7hs
AL Mahout

Mahout2 F71g]lE& RAIL dste AESE Edhe TR
ZZAEA FAAHA WATES Hs =T =7 E EIE
Ab&3sh=  Apache Hadoops AH&3t® Al Aojzl  o]Folth.  Apache
Mahout ASF(Apache Software Foundation)ell

>
+
O{N
rO
=
it
Mo
to
re

A2 ZEAER A JMs3 74 St %iﬂ%% HEE Ao
T3k Aol Apache gholdl27t QoW FEE AR Jhseith
23 HAED UFodE EFSIAL o] ZEAEE A 3 HA F&
dg)~s 2uHY. Mahoutdl:s F2EY, BF, CF 2 3
ZEIHEE A% ol EFEHo] Utk AtrF Apache Hadoop
gtolB g & AHgetd FeH9-EolA Mahouts &Aoo = AT F5
Atk

Mahout2 AbEAG AlFAe] ARUEE TS5t Adstd 54

AsAe] Fou SAF B tige] Fape wla A 2P st FE

gE&sh= 2ol HHoltt. Ad d7u ASHA ¥ VleHts AA

B0 AHEE F e AZAJ A FHe =0

E 22 goEAE HTAH A folddxE EFsa Mahoutdll:=
<= | €0 e 53], SH2HY 3 CFet #dd 7%59]
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o}. RDBMS (relational database management system)

RDBE #&sl7] {3 AZEGO] g 7o) AXH AxHog
A dlo] el u o] ~(Database, =~ Relational =~ Database,  &3&}of:
AAAE7A], BAFAE7]A, RDBE 7lkey)et F(value)sel 7rehsgh
BAE HolES A - rehgk AH Y HAAE R HolE o] 2ot

1970 d o) Z=dke] IBM 349 ‘System Rolgle ZZAEV}
P om, 7|4 Aol oW 7|eg M+ Aol AHAE
aefatz] 3 A77F 3 H3da, SQL dojolA g ASo] AlA
Holomw =3 A5 A, Am Ae A= HT Yo AT
71%5E 7R E dolZ FREAY. dolE oo AAHE H[AE 19763
11€¥€<)] IBM2] “Journal of Research and Development“A]o] =&Oo =&
B A 19760 U2 o] +=&o] ORACLES €A ZAo]
HAok 1977l ORACLEAS] AHA+= SQL A& AHE-3sho
RDBMSE FA437|= stem, I A3 ORACLES 1979\ Hzx9
4839 RDBMSE Al A HAH. 1982 IBM DOS/VSES}
VMol A &=+ SQL/DSE =okon, 1984do| IBM2 thyge 3l
MVS &HA A A 5= DB2E WEIIIFUT EI, SQLS
Q5 ANSI 9d3]o] ]3] RDBMSS] %3 o] Hbol Sofgth,
ols} & BEAHAZ s} RDBMSE 19799 % Hxeo| 483
ORACLE DBMSE A& o= st dAA|7bA PCE HIEZS IBMo o
7HA g ThFRE 7)ol A *8H A o A= TopdE RDBMSY
AA7IE o]Fa Yth. HEZFQ AFSF+= ORACLEAIS] ORACLE7S
H] 33} Sybase, Informix, IBM DB2, IBM SQL/DS, ASKA}e] Ingres,
VMS/Rdb&©] St

o 7% % 54

- RDBMSE= 719 AFY === 9Wde DBMS/E #HIZ=ES

dAdsts Wades 2y oA HolE = ZEYEd Z¢EHN

SEEE

o B
1)
ritt

il
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- AYe AR FRE BASL Z9E 2 GFe] BAY HEY
AgA
- BAY =R dolHe FxA Edo WA FPR ESEN

o] FofFal, Yo =MA HolE e FHo] vl

- HelEe] AAl AR Ao Fx7F vAHSE SEZEIHS
HAAE davt fle =94 T2 FHO SYHAS ATl

uet 2o o] ofH A HolHY FxHAE H4A A
Fote o w0l flofA

- ¥A¥ DBMS RDBMS)= HolH o A4 E 7Bis 44 &
dem dolgHelze] AFFA 7|2 o= DBMSEOE A

FARGIL TS

o
S
X
g
X

ARG e oy Hojd ey #A EHerl 4 W
THEE7E =Enal sk= Aol RDBMSe| Ald & wielty. Iy
o=zt @ RDBMS FaEdAe FE d7Es A5z
A7l =¥ ddo] A= ASIDBMS7E @ < A= 1000 TPS

ol’del Hee &3t A

Qer2 el AE A \

PMONJ SMONJ SNPn | LCKn] HEDOJ Dnnn
i T i I I

‘ SGA — Pnnn

Shared OB Buffer Rado oy CKPT |
Pool Cache Buffer
= ARCH |

N Dtal,‘wﬂj\-\\ LG‘W'R-H J
¥

| S
TFETOmeEr e ui

SMMIHE
e

WH AR e T

)
A e aa| | SlOETTE diE =g

—— Cp—
ArE X+ HES mal
Lo S A

(19 2-48) RDBMS9] %

- 106 -



Z}. PPDM(Private Preserving Data Mining)

PPDMol@ =glolma] mEF dolg vlodg =& uHolH

Aol metolwAE FaASA GomME HolHo §FHoE Fof

Ae AAoly PH S Folf= 7les TRk
tolE wlold(data mining)> B2 ¢l HlolH IF=HHo=E =
Ae AAoly IHES ol 7)ot HolH whold 2 1983 IBM

Almaden 9T+4&E F49E Quest ©lolE wlolyd ZzAEYL Azt
ojeZ A AF7F JAH ATk HolEE RO olF o
ZHA WeE BASstE AA A ZpoHAler #HE A=
Adz=HA dFdo. 53], dHoly wmioldo] MAEAHY AR
22 wopll FE FEEEHWA, JHJAZgtolHA] HE] o]dx= BA
TE H&l dHst= A ME AT 7
| =3t deoly &R zatolHAE ekl
BOoHA {FE&IF AHERE FEFe AL AHERE FHEe AR
Zglo|HAIE FR A st A FHARAE(trade-off)o] I EAE
T F Aew, olF sjFstaa  ZghoWA] HEY  HolH

nko] g (PPDM)Oll thgtk d77F Al2HE Lt

Information Sharing

[ Privacy for Information Sharings |

= : P
L)ata Mining Sy- “V \rh{\‘lﬂmlg System 2

— i — —fp N —

L~ ~ " e

Data Minmng Servers Data Mimng Servers
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- AbgAe] HE HIE J|EstE ot =
Aul2s Al2="o] &£ AFA AfFFe HI
Access AsE AT F JIES H dgel disk
Identity ARE 7|esly o 712 @S 7HE 4 Atk
a8y g E=e e ARgAe] gigk AdF
AHE XHA FS
Charging - AEl2s AlzElol &£ AFA AFFolA
Identity #H=(Charging= & F =5 ¢ =<
Gro - &4 RJASA A2FFY OF WA o
u A
P RS AF3E B9
- &4 JAFAMY AfFFol U dFRoe)FE
Rol Fd3l= "Eolth odE EW AFF7E Al2H
e Bea, Teode EE A ASAIAE
71&sl= ALeE
- & olEA AL=9 HoO =F 3 ARE
Clearance : _o ) [¢) ﬂ ‘ﬂ“r‘-/l [FR=] oﬂ EH el
33t
o &4 I
&4 AFA 9 g dud= e 22 g o] x3E & U
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P2 98] AgHETE =, Auls AzHo|
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WAHAES  FAsel  HAW £ AZA
sgAe] AY ARE AR ATIME o He
Aoo] ALELE BWEQ
- &4 JASA 2FAVF HEE F v HFH(Target)
Hulsg 7)esd AleEE Hoolth o
AC Tageting o] &3 An|2A o]Ed EIEHA P AHl~
NrEo e 24 A=A sfgFolA AuAE
Az AL o =
. S 54 AZM AZ BE0 &4 AZHE 42T b
Authority Key | oy o)=x0] sme axs w3A A=A
Identifier Awatal AAsH=E] AREEE BEQ
oty | - &8 9FA AF muel &4 AzAe A7
o AHE AEE @ AgHE "Eon. OCSPE
mgmmm' olgd <=A AH AMo FHHEE  OCSP
ceess ouz19] ¢X2 URLE 7]&3
CORL s alzAe) Y] dRE dzA Hy] 2Eo
Distribution | o oy o o) g ae] AAT o) AFRHE BEQ
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e | - &4 ABA wEAT R A4 dY AFE
3t ARE A IR L=t AL 9n| T
Available "41_. oi ﬂool’ ] s 1’4— A -/] ]

(th AAA

BAe Hgncs du BAd m@d Ao
A AL Aold. Aus AFdAE Folz 24D BA ojal

- 129 -



AFEY UEY WA wiolde] Sd(binary file)= AEH EAE
HAGsHA 2 ZAolB=E M Aoy 52 BYE FAl odo=® ofF

ol#Z omelM Al MH&
=40 HEels FHe ARy e AME dde vl
2R ¢lo] 59 do EAo EAL F JoerE 'FdA, H=

B 5 BESHA gt
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e
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@
2
f
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2
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R
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(3) 2utE7I= (Smart Card)

0 2FLEZIE A9

2ntEZFE(Smart Card)y wlo]A2Z 244, JI=FA A, Hek
2E, MRy & ZFo2EH EH J4FE AY¥ F dv 7Y
7H FJA3l2 HAC Chips WAs A8t a719] Fex
Ztegtal drd o w A oJsta gt
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2PLEFLES] WAE = plolARZEAM = dA| 8RIE ZEA A7}
T2 AMEHIL oy, FFoe 2HE ZIAATVF o] AEE

o7 4t 7l= R e RAMY £%2 7l=9 &84
xﬂf&id 2 Q& 76-512 wHlo]Eo|m, ROML w3
A=) i Ui ZzE WAY 4 §glal EEPROM =&
PROME WAsta Ut 7l=deo] vRes §X9 Aol e uwet
S/M(GeneraDFg s, AHGecren @<, #HId  Confidentia)F o=

o] Xt
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FEd PEL A% 5T U AFsAY == guse
FEEe A% bsd g WFsy) 9% U, £ Py 5L
AFale 71& e Ae BAY AT FE/Ne AREA o2
@ wokz AAse] I ATHL gdom gEeks Ade AR
o Absh T Bo] ALgEo] sttt

0 4537t A-Fstes AHl2
T 7] =0l A &3t MABHES ALl Eat A
71 A (confidentiality),  FZAA(integrity), 7}F&A(availability), <=

(authentication), <1%-#(non-repudiation), =% Al(access control)

ol itk old @ ARA AMAE AFHE B EEe 47
E4Ee Aun gom, =23 2 gyl we HEHs &Sl
SER)
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A7k AR, 71wt F7RE AL, 7k Aoy s 7k Rl
o AEEs AR 8 AR 545 ouiith HolH ¢
ojuf HlolBle] Fal HAANA A WAIA Y] ojuT HHE

wEHA FES AFehE AH 2olT,

- FAa4
Hol7F ® Ao 23 AHro] WA, 24, MAH 5L iy AR
A, SHMgo] RHAFooF Ft= AR o|rr.  ‘RAN &
33}

I gRE gue AU AR 54 wae Y
A

33
d¥F ez mEae AL oma
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oAd FAZL @ AAE YA AL AAel F1SsLA SHAL
ARG AYAA} AY HAD DAL @ Gt T FAT 2
Ao e ARL AL JEAES AIsA " F2EA
RO E ofesh o] HAR TE AL 4 Yrk

ry
ol
2
il
e
z
=
=
O
o
2
flo

I
=il
i,
>
[

T,

MACE =3k st HIEege AAZ JHo| 2F<S Wofsty] w&ol
55-%A (flow-contro) AHo= Aeojd + ) ol Elo] o3
A2 FA AAZY zte Hedbege AHosE T3 AAzd Aol

0 99 H=%A (DAC : Discretionary Access Control)
TCSECoA &= AI&-71t HZFAZAHR s /@S DACLE
Aostal Utk &, FAY == I8 &I JdvE IFEY AR

oAk Al iRt HTe AlRds= WHe DACe|Ehal Aol

HAoZsAe d93elnz oudd HIT 7k 9A€ & Ao =T,
DACS A5 “need-to-know“& Al#3sta, HIF5AZE AFE 72
A= el ofstd WA = v ondA Af AFdES 2

o ¥&7)dk HZ5A (RBAC : Role-Based Access Control)

RBACY F83 F7i= #AIE F3dst7] oy Hebdad A

EXOoE Agsta F371d Z gl 5 HAAAS e
w383 Algslz] 3otk RBACOIA = #AegAtolAl 71, A,

al
Aol A, od FT& FHL F A=A AAHE F Ase TH

o
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A gt ot
RBACS AHoze= AA, BeAtoA H &g 58L& AT
T 24, S SAS A st AA DGR HIBAE FAEe
AZe]  wpms ""FJ #A= 98, 9T AF(hierarchy),
AYEs Bt AEAY PFFs

A ¢k(constraint) ]
A Aol Al AA T 7t

Al (relationship),
A = 2oz FAY £ gomg AxH ¥
T Atk
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WEYT HeLe YEYIS &% T4, R o g3d F#
qom, ArgAe]  ZHolA YEYZ BEA, AMEA, TR
AN Zebd & AR, dutdog o33 e FEASES

et

o

- dojJg H
- el €]

J_:[L
018 A3
5

) (Data confidentiality)

QA
A4 (Data integrity)

I
fin}

(Data origin authentication)
Al 1= (peer-entity authentication)

Al
=
- F<1%=] (Non-repudiation)

ol e Rt Ao R YEYT K AMuaE AT 53
A2 A BHol o] UFu= Hkg WS 7R

FEolA BekE fASE A2 &S dEstete FXtelA ZFEAG
std®= & A dorE F gA st o=
SIMIME(Secure/Multipurpose Internet Mail Extension) S©] ZH=}-¢-3H9]
HAEFEA AREHI Aok =3 YELAE A B3d =+ Ue
712 sty (Firewal), Y BAAIZEIDS, Intrusion Detection
System), 7Fg A TH(VPN, Value Added Network), <) =FeA] ~=I(IPS,

Intrusion Prevention System)%s©] lth.

o SIMIME (Secure Multi-Purpose Internet Mail Extensions)

SIMIME (Secure Multi-Purpose Internet Mail Extensions)e #}-9-3 &
FASA BHUHA sk dEst Alz="olnh. B HA WS
gt (headen ¢} witi(body)e] F HFEOZ o] HUX=H MIMEE 9]
FollA ¥ BES oJEA 74F AVl Wik AE st Utk
23U MIME AA 24 ot Hol Aqu| 25 Al F3tA| et
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MIME~Z]48Ee] E=Fof| = SIMIME®] o] th53 22 A E=o] Uth
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2o HeE AHl=E AlEdn. ot E& SMIMECA Algsts B
AH =g} Bk WAYF AHEEE odE dagES YEi L ok
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Bl Auj~ Bl qAYE 43 daFE
HAA] 7] A o33} Triple-DES
HA A 744 AAA SHA-1
&AL Q1E A X.509 v3 21=A]
ER I ZAAA DSA

o /MJAAFR &4

JRE st @%aﬂ 28 oo RRE
FANA FNele] e nAtss odE s
2 7pgs ol 91214, AA Sgeeld U

o
T
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WEe AFss wEl eSS gRd FAHE Ay
Aolg BHAR EBHow X AzEgols stselolE
FAAoz TAG AA 2 8@

d AFE onetE, iR
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o) HE g2 RoutenZE= SlEY 7S
Agsty Az ARouting) e FIsE AHE ALESA "ok

gzl ofded dZe Y uge B

- W2~ S ~E(Bastion Hosts)

W2 S2Es Wty AxH"Ho] 71X = 7F & 7P +83%
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8% FRREES usisd, Wy A" #EAVE FF-

#ejsiAl 2 Alz="o] Hu T1EjA sk A xgle) Fe

7o B2A  HIA H FEAIH AOJESOEA  ZFEA]
AW (proxy server)e] Ax], AZF, Z1(og), AL (Audit), F3

(Trai) 5& 9347 Dk

- Z2tAl A (Proxy Server)
ZgA AT gstY(firewaldo] AX|Eo] & FTAEA
F2ske AuolH, WE Yol Qe AREAECAl WEE "o

s
Je AR AFEL AHlZ 279 SHS TV AT FHe=
=
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< B AREAY RIIZEAE Bl 2
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AEYIAA ofw el A Ade] TPl o
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rr oo

HES AESHA] X3t=F 5h7] 93 o= Agd 2 &
23S FZAI7] feiA BE e oo e 7S AT
EA Au =] Ag3 £§
Heb #ejates UEYIGAA T 713e HQE o A
Beb & (rules)S B2l
ZEA AH 29 A
ol ofZEF Al AolENe] W2l wstE oA T JHsghe,
oA7]elE WEA T Aul2ERE ZEA AHZ~ BEO] Qlofof
Els ol 93] ArEAEL FE T AH

=
lon, U3 I ~9 =(one-time passworde} #-&
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o A FAA 2" (DS, Intrusion Detection System)

] B A]~H"H(DS : Intrusion Detection System)o]@t AA|Zto =
a5 ANk Hzlo] Qe ARBAIRFEH O HE, AR xA,

&, &8 5 UEHIZAA A=RHs EHAQ] JAY FE #HA

H
o 7hedk e HAAAE WA Bagk =& A Hsl

Firewall

Internet

(¥ 3-5) IDS (Intrusion Detection System) =

- AYYA Ax"e N5 5

DS AHgAe Azdle] @5 tis) gAsts BAske Alxw
T4 % Akl thel mUHPs e FA fEG X
2AL Fohith 1T A 34 B w AAL 9uas

AHEAFE AR,

[E 3-11] 39 94 A28 750 57

7l & £ A
Stealth - | AZHE ‘IDS% %7;_‘ —’F 9}%‘7]%013} ’6]17%7}
e 2 I(]jD]S% AR B3HA stHA dAHAE BAY F
AT
Session drop | - aF o] A=E o] AdH HHE B 7lFolth
715 A A= FYPEHE &3 ZFEs] " o
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wE tx7} 7hssith b 'EX" FF v
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29 7| SH .
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brocess | - ZE2W] Frde olgse gARIE
e AL ZRZAXE  FEAFOZHN G EARSS
° ZFEsh= 750l
e S zoSe] AgsE EZEG Wwo| Age
backdooy | BE WAL @xAfe W wme Aus
- HE AN A EHF= 7ol WMEor)l AEdte
- Azdl, o) 7, 344 Aug & 5 Qo
- Scane]v} Denial of Service, AJ2H @ HE9
HFHS 7tA 1 FA3= Exploit ¥4, web/CGI
7= #Hd ¥4 5 EXAT F A gty o w FAE
ﬁ; ;X] ANEE o EAS IZ=gs 34 AHE Huof
e = st 497F 7] &, 5A% X A= o4

g ERE 2A9 52 wzdA

ol BAL GA T,
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domm AL ol & Ut

1} 5 TA= o‘;ﬂ'&}i Ali%ﬂov; w golth.  IDS7}

(Fire wall)

we Th.  wadzel  dAES  AEA  wol)
o|Foi77] Rl BeAdA HlE SHATFL
QuHl wek AAew BRA Bl e
@t
“3AS SR AT BeAA L= sl
Nert 1% | FOE, E-mal, Ang 5 ASsel delold)
H7e e

- B4 3¢ &4 (Anomaly Detection)
B A9  ©X = Behaviort}  Statistical Detectiono] 2 aL
275 s, AAHRA Al2" ARS 7|FOE olo] ofFUE

=
28 FbE ol AAH AR
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she, oW Yl AR FF B
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Holx, Wlwd F&Hog AHod 4 HY dele AT F
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o 7F3AF VPN, Virtual Private Network)
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HEYS FF 3 AAHY ALEstE o] dFHA A=, o]
VPN(Virtual Private Network) o]&} 3t}

X $0G 000

e

L ' P b P

Remote Access
Business Partner

{Supplier Intranet Branch Office Intranet

Corporate Intranet

| | VN

VPN

VPN

(19 3-6) VPNUIEY 3 A=

VPN 7]l&e 7]& AgXMoltt VAN(Value Added Network)e

.]
7197 ARATS A% BARES F535

Lo

o] g5}o] £ Zlo] opye,
FEUL B3 /1Yol Y Aol NYPeR H2HL, FTFYL
Agstel AAsE BA Aele] BARE  TEHRAE R,

VPN(Virtual ~ Private  Netwok 7F3ARE®RHe] A 7Ade  AA
o

0 AYA] Al2=®"l (IPS : Intrusion Prevention System)

b e A7L DSl th-gsta Hre faA ofiE wastn AYLS
2] Ss 2=AE FASk] AlFskE AlRcdls AdAel oel ket
Aol ddE Aot wEkd Ve o A we HEol
285 E 44 E7(clean up) 3 FE Ade T sHel {ith
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Agrate] BEst= A 2H 75 o2 HHZE LJA AT HI s e
A4 9 A%, HIEA, DA 372, #A4, dzst 5 ud 7150l
g g8ttt

o Logging

Loggingel@ Al2®l ulielx PCY $8 ZEade A3 7

AFERL WA B o F logudel /%5 e B
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AARFR FFrEe AR TEHE FRAzHY B Y
Z9 Azgol taA Azsd $go] mebolmAd] mA FFL A
A%, AES AAAGS WASE J1eg U o] e

1989 ©lo]¥l Zz3]E](David Flaherty)e] ‘ZHAJAE] oA o] ZE}o]w Al
X 5 (Protecting Privacy in Surveillance Societies)’'#t HAjo] AL o2 71
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